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**(ncelikle tavsiyem dis erisimi HTTP degil de, HTTPS portu iizerinden kullanmandir. Giinkii bu sayede hem 80 nolu port baska islemler icin elinde kalir, hem de
dis glivenlige kargl HTTPS portu kadar kolay degistiremezsin port adresini. Bu baglamda ben sana, HTTPS (izerinden yaptigim ayarlamalari anlatacagim yani. ;)

ilk 6nce drneklendirecedimiz ip adreslerimizi belirleyelim, anlatim daha anlasilir olur.

Modem Dis IP: 95.9.9.9
Modem ig IP: 192.168.1.1
PFSense: 192.168.1.2**

Sonrasinda modeme(192.168.1.1) baglanarak Port Yonlendirme(NAT) boliimiinden 22, 80 ve 443 portlarini 192.168.1.2'ye yonlendirelim. Bu boliimii adim
adim anlatmam imkansiz, ¢iinkii her modemin port yonlendirme béliimii farkli yapida. Ornegin, bircok TpLink marka modemlerin NAT béliimii su sekilde;
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Sanal Sunucu igin : Tekli IP Hesak

Kural Dizini ; |1 'I

Uygulama : |sense |- j
Protokol : m
Baglangig Portu: [80
Bitig Portu [EE_

Yerel IP Adresi: [192.168.1.2

Kural Uygulama Protokol B':;'ﬁ"f‘ Bitig Portu Yerel IP Adresi
1| sense ALL 80 80 19216812
2 sense ALL 2 22 19216812
3 sense ALL | 443 443 19216612
4 : 5 [ 0 0 0000
5 | = | - [ 0 | 0 | 0000
6 | - - 0 | 0 0000
7 - = 0 0 0000
8 2 . 0 0 0000
9 - - l 0 | 0 0000
10 . . 0 0 0000
" " | = 0 0 0000
12 | . | - 0 | 0 | 0000

_wavoer | s | oel | ra |

Sonrasinda PFSense makinamiza baglanarak System=>Advanced boéliimiinden ayarlarimizi agagidaki sekilde yapiyoruz.

Protocol FH'I'I'P FHTI'PS

SSL Certificate [ webConfigurator default =]

TP por K
Enter a custom port number For the webConfigurator above i you want bo override the def ault (80 For HTTF, 443 for
HTTPS). Changes will take effect immediately after save.

Max Processes )
Enter the number of webConfigurator processes you want bo run, This defaults to 2, Increasing this will allow more
usarsfbrowsers to access the GUI concurrently.

WebGUI redirect ¥ Disable webConfigurator redirect rule

wWhen this is unchecked, access to the webConfigurator is always permitted even on port 80, regardless of the listening
port configured. Check this box to disable this sutomatically added rediract rule.

WebGUI Login Autocomplete I™ pisable webConfigurator login autocomplete
When this is unchecked, login credentials for the webConfigurator may be saved by the browser, While convenient,
some security standards require this to be disabled, Check this box to disable autocomplete on the login Form so that
browsers will not prompt to save credentials (NOTE: Some browsers do not respect: this option).

WebGLIL login messages I™ pisable logging of webConfigurator successful logins
‘When this is checked, successful logins to the webConfigurator will not be logged.
Anti-lockout ¥ Disable webConfigurator anti-lockout rule

When this is unchecked, access to the webConfigurator on the LAN interface is always permitted, regardless of the
user-defined firewall rule set, Check this box to disable this automatically added rule, so access to the webConfigurator
i controfed by the user-defined firewall rules (ensure you have a firewall rule in place that allows you in, or you will
lock yourself outl) Mt the “Sat inferface(s) IP adaress” aption in the console many resels this setting as well

DNS Rebind Check ¥ Disable DNS Rebinding Checks
When this is unchecked, your system is protected against DNS Rebinding attacks, This blocks private IP responses from
your configured DNS servers. Check this box to disable this protection if it interferes with webConfigurator access or
name resolution in your environment,

Alternate Hostnames for DNS Rebinding and HTTP_REFERER Checks
Here you can specify alternate hostnames by which the router may be queried, to bypass the DNS Rebinding Attack
checks. Separate hostnames with spaces,

Browser HTTP_REFERER
- l ¥ Disable HTTP_REFERER enforcement check

When this is unchecked, access to the webConfigurator is protected against HTTP_REFERER redirection atkempts.
Check this box to disable this protection If you find that it interferes with webConfigurator access in certain corner
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Ardindan da son olarak Firewall=>NAT=>Port Forward boliimiinden port tanimlarimizi yapiyoruz.

Edit Redirect entry

Disabled ™ Disable this rule
Set this option to dissble this rule without removing it From the list.

No RDR (NOT) ™ Enabling this option wil disable redrection for traffic matching this rule,
Hirik: this opkion is rarely needed, don wse this unless you know what vou're doirg.

Interface IW#NI -.-I
Choose which interface this rule applies bo.
Hirsk: in mosk cases, you'll veant bo use 'WAN here,

Protocol IT':FW 1-]
Choose which TP protocol this rule should match.
Hirik: in ook cases, vou should specify FOP here,

Source Advanced I-H’nwmcaacﬁ'essmdpﬂtral;a
Destination T nat

Lise this option to invert the sense of the match.

Type: | any B

Address: 31 &
Destination port range o [HTTR I |

bo:  |HTTR =]

Specify the port or port range for the destination of the packet for this mapping,
Hirk: youl can leave the Yo Field empty § vou only want bo iap a single pork

Redirect target IP

Erter the internal 1P address of the server on which you want bo map the ports.
e.q JE2.J68.1.12

Dodirort ¥arrsobF reat | pmemns =7
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Redirect target port

Drescription

No XMLRPC Sync

MAT reflection

Filter rule association

¥ Interfaces

Protocol

Source

Destination

Destination port range

Redirect target IP

Redirect target port

Description

Mo XMLRPC Sync

MAT reflection

Filter nue association

¥ Interfaces

Mo RDR (NOT)

Interface

Protocol

Source

Destination

Destination port range

Redirect target IP

Redirect target port

Description

Mo XMLRPC Sync

MAT reflection

Filter nie association

e e
Enter the inkernal IF sddress of the server on which vou wart to map the ports.
e.q JELJGE 112

[FTTP =1 -
Specify the port an the maching with the [P address entered above, In case of & port range, specify the beginning port of

the rangs (the end port will be calculsted automatically).
Hink: this i usualy identical bo the 'from’ port above

r‘-\ BOHTTP
You may enter a description here for your reference (not parsed).

r

Hint: This prevents the rule on Master from automatically syncing to other CARP members, This does HOT
present the nide from berng overwritten on Slave.

| Enable (NAT + Proxy) =

| add associsted fiker rule  »|

NOTE: The "pass” selaction does not work properly with Multi-WaN, 1t will only wiork on an interface
contaning the defaut gateway.

¥ Diagrs ¥ Gold F Help

™ Enabling this aption vill disable redirection for traffic matching this rule,

Hirik: this option is rarely needed, don't use this unless you know what you're doing.

WANL =

Choose which interface this rule applies to.
Hirit: in rast cases, vou'll want to use WaN here,

TCPfUDP vI
Choose which TP probocol this rube shoud match.
Hint: in mask cases, vou should specify FOF here.

Advanced I Shiowe source address and port rangs

™ not

Ui this option to invert the sense of the match,
s [3 3

Address: HENE

From: IHTIP’S. __'_'_j

to:  |HTTPS =

Specify the port or port range For the destination of the packet for this mapping,
Hint: vou can leave the Fo'Tield smpty i vou only want bo map a single port

Enker the internal IP address of the server on which you wank bo map the ports,
&.g. J97.168.1.12

[HTTPS - —

Specify the port on the machine with the IP address entered showe. In case of & port rangs, specify the beginning port of
the range (the end port wil be calculated automatically).
Hinit: this is usually identical to the ‘from’ port above

[, 443 551
You may enter & description here for your reference (not parsed).

r

Hint: This prevents the rule on Master from automatically syncing to other CARP members. This doas NOT
prevent the rule from being overwritten on Slave,

[Enable (NAT + Proxy) =]

| Add associabed filber rule ﬂ

MOTE: The "pass” selection does not work propedy with Mult-Wan. Tt will only work on an interface
containing the default gateway,

» Dlagnostics » Gold + Hizlp
LNsabile This rule
Set this option to disable this rule without removing it from the lisk.

[ Enabling this option will dsable redirection For traffic matching this rule,
Hink: this option is rarely needed, don't use this unless you know what you're doing.

IWP.NI '|

Chioose which inberface this rule apples to.
Hint: in most cases, youll wank to use WAl here,

I TOPUDP "I
Chioosa wahich IP protocol this rule should makch.
Hink: in most cases, you shoul specify TP here.

Advanced |- Show source address and port range

™ not

Lise this option to invert the sense of the match,
Type:  |any =l

Address: | HETRE |

from: |SSH =

to:  |SSH =l

Specify the port or port range For the destination of the packet For this mapping.
Hink: you can leave the Fofield empty F vou onky want bo map a single port

Erter the internal IP address of the server on wiach you want ko map the parts,
&g JELIGBR.1.12

ESX Bl
Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of
the range (the end port will be caloulated automaticaly),

Hink: this is usually identical to the from' port above:

[ 22 s+
You may enter a description hare for vour reference (not parsed).

-

Hint: This prevents the nde on Master from automatically syncing to other CARP members. This doss NOT
prevent the nde from being oversritten on Slave.

| Enable (NAT + Proxy) =]

| Add associsted fiker nike =]

MOTE: The "pass” selection does not work properly with Multi-wan. It wall onby work on an interface
containing the default gateway,

Saual D&m:eil

Son olarak da yaptigimiz ayarlari kaydediyoruz.

Firewall: NAT: Port Forward

" The NAT confguration has been changed.

You must apply the changes in order For them to take sffect,

**Artik dig ortamdan PFSense makinamiza https://95.9.9.9:443

https://forum.netgate.com/topic/74692/disaridan-modem-erigimi/5

yazarak baglanabilir. Badlantida sistem givenlik uyarisi verecektir, sifre

arayuziine erigmek i¢in bu uyariyi dikkate almamaniz gerekmektedir. 22 nolu port putty veya wincsp tabanli programlar igin, 80 nolu port ise agda bulunan web
arayuzi olan tim cihazlar igin kullanilabilir.

Mesela digaridan modeme erismek istersek, PFSense makinamiza baglanarak, NAT bélimimizde yaptigimiz "80 HTTP" yénlendirmesindeki "192.168.1.2"

adresini "192.168.1.1" yaparak kaydetmeli, web tarayicimiza da "http://95.9.9.9:8080

" yazarak modem arayiiziine giris yapmaliyiz.**
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