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pfSense
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Wired network

Wi-Fi (3 access points)

Test bench network 

Future

Network setup

HP NC364T Quad Port Server Adapter
PCIe 436431-001 435506-001

NIC on motherboard

Objective: Route traffic from OPT2 through VPN
using this document as guide:

https://support.nordvpn.com/Connectivity/Router/1089079142/pfSense-2-4-4-setup-with-NordVPN.htm



Ping and Trace route before adding NordVPN

Origin:
Windows computer 
on 192.168.20.xx 

Origin:
Windows computer 
on 192.168.22.xx 



Ping and Trace route after adding NordVPN

Origin:
Windows computer 
on 192.168.20.xx Origin:

Windows computer 
on 192.168.22.xx 



Result trying to access amazon.com from LAN after adding NordVPN



Interfaces before adding NordVPN

WAN LAN

OPT2



Interfaces after adding NordVPN

WAN, LAN and OPT2 interfaces, no change.
Added new interface, NordVPN



System / General Setup before adding NordVPN



System / General Setup after adding NordVPN



Firewall / NAT / Outbound before adding NordVPN

After switching to Manual Outbound NAT



Firewall / NAT / Outbound after adding NordVPN

Added



Firewall / Rules before adding NordVPN

LAN

OPT1

OPT2

OPT3



Firewall / Rules after adding NordVPN

• No Changes to LAN, OPT1 or OPT 3.
• Changes to OPT2
• No rules set up for NORDVPN
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