
Last 50 IPsec Log Entries. (Maximum 50)  

Time Process PID Message 

Jun 11 
16:01:46 

charon 48987 14[CFG] class = pre-shared key 

Jun 11 
16:01:46 

charon 48987 14[CFG] id = SiteB 

Jun 11 
16:01:46 

charon 48987 14[CFG] added vici connection: con1 

Jun 11 
16:01:46 

charon 48987 14[CFG] installing 'con1' 

Jun 11 
16:01:46 

charon 48987 14[CFG] configured proposals: ESP:AES_CBC_256/HMAC_SHA2_256_128/NO_EXT_SEQ 

Jun 11 
16:01:46 

charon 48987 14[CHD] CHILD_SA con1{1} state change: CREATED => ROUTED 

Jun 11 
16:01:46 

charon 48987 04[CFG] vici client 1 disconnected 

Jun 11 
16:02:23 

charon 48987 14[NET] <1> received packet: from SiteB[28963] to 192.168.1.27[500] (304 bytes) 

Jun 11 
16:02:23 

charon 48987 14[ENC] <1> parsed IKE_SA_INIT request 0 [ SA KE No N(NATD_S_IP) N(NATD_D_IP) N(FRAG_SU
P) N(HASH_ALG) N(REDIR_SUP) ] 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> looking for an IKEv2 config for 192.168.1.27...SiteB 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> candidate: 192.168.1.27...SiteB, prio 3100 



Time Process PID Message 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> found matching ike config: 192.168.1.27...SiteB with prio 3100 

Jun 11 
16:02:23 

charon 48987 14[IKE] <1> local endpoint changed from 0.0.0.0[500] to 192.168.1.27[500] 

Jun 11 
16:02:23 

charon 48987 14[IKE] <1> remote endpoint changed from 0.0.0.0 to SiteB[28963] 

Jun 11 
16:02:23 

charon 48987 14[IKE] <1> SiteB is initiating an IKE_SA 

Jun 11 
16:02:23 

charon 48987 14[IKE] <1> IKE_SA (unnamed)[1] state change: CREATED => CONNECTING 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> selecting proposal: 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> proposal matches 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> received proposals: IKE:AES_CBC_128/HMAC_SHA2_256_128/PRF_HMAC_SHA2_2
56/ECP_384 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> configured proposals: IKE:AES_CBC_128/HMAC_SHA2_256_128/PRF_HMAC_SHA2
_256/ECP_384 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> selected proposal: IKE:AES_CBC_128/HMAC_SHA2_256_128/PRF_HMAC_SHA2_25
6/ECP_384 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> received supported signature hash algorithms: sha256 sha384 sha512 identity 



Time Process PID Message 

Jun 11 
16:02:23 

charon 48987 14[IKE] <1> local host is behind NAT, sending keep alives 

Jun 11 
16:02:23 

charon 48987 14[IKE] <1> remote host is behind NAT 

Jun 11 
16:02:23 

charon 48987 14[CFG] <1> sending supported signature hash algorithms: sha256 sha384 sha512 identity 

Jun 11 
16:02:23 

charon 48987 14[ENC] <1> generating IKE_SA_INIT response 0 [ SA KE No N(NATD_S_IP) N(NATD_D_IP) N(FRA
G_SUP) N(HASH_ALG) N(CHDLESS_SUP) N(MULT_AUTH) ] 

Jun 11 
16:02:23 

charon 48987 14[NET] <1> sending packet: from 192.168.1.27[500] to SiteB[28963] (312 bytes) 

Jun 11 
16:02:38 

charon 48987 04[CFG] vici client 2 connected 

Jun 11 
16:02:38 

charon 48987 14[CFG] vici client 2 registered for: list-sa 

Jun 11 
16:02:38 

charon 48987 04[CFG] vici client 2 requests: list-sas 

Jun 11 
16:02:38 

charon 48987 04[CFG] vici client 2 disconnected 

Jun 11 
16:02:43 

charon 48987 11[IKE] <1> sending keep alive to SiteB[28963] 

Jun 11 
16:02:46 

charon 48987 11[CFG] vici client 3 connected 



Time Process PID Message 

Jun 11 
16:02:46 

charon 48987 10[CFG] vici client 3 registered for: list-sa 

Jun 11 
16:02:46 

charon 48987 10[CFG] vici client 3 requests: list-sas 

Jun 11 
16:02:46 

charon 48987 10[CFG] vici client 3 disconnected 

Jun 11 
16:02:52 

charon 48987 11[CFG] vici client 4 connected 

Jun 11 
16:02:52 

charon 48987 07[CFG] vici client 4 registered for: list-sa 

Jun 11 
16:02:52 

charon 48987 11[CFG] vici client 4 requests: list-sas 

Jun 11 
16:02:52 

charon 48987 11[CFG] vici client 4 disconnected 

Jun 11 
16:02:53 

charon 48987 08[JOB] <1> deleting half open IKE_SA with SiteB after timeout 

Jun 11 
16:02:53 

charon 48987 08[IKE] <1> IKE_SA (unnamed)[1] state change: CONNECTING => DESTROYING 

Jun 11 
16:02:57 

charon 48987 06[CFG] vici client 5 connected 

Jun 11 
16:02:57 

charon 48987 08[CFG] vici client 5 registered for: list-sa 



Time Process PID Message 

Jun 11 
16:02:57 

charon 48987 06[CFG] vici client 5 requests: list-sas 

Jun 11 
16:02:57 

charon 48987 06[CFG] vici client 5 disconnected 

Jun 11 
16:03:02 

charon 48987 06[CFG] vici client 6 registered for: list-sa 

Jun 11 
16:03:02 

charon 48987 15[CFG] vici client 6 connected 

Jun 11 
16:03:02 

charon 48987 13[CFG] vici client 6 requests: list-sas 

Jun 11 
16:03:02 

charon 48987 13[CFG] vici client 6 disconnected 

 


