Setting up a Surfshark WireGuard connection on pfSense 2.6.0.

Firstly, we're going to have to install the WireGuard connection package.
To do so, follow these steps.

1. Click System > Package Manager and go to Available Packages.
2. Search for wireguard and install the WireGuard package.
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+ WireGuard net 0.1.6_2 WireGuard(R) is an extremely simple yet fast and modern VPN that utilizes state-of-the-art cryptography. It aims to be faster, simpler, ﬁ“l’_‘.l,
leaner, and more useful than IPSec, while avoiding the massive headache. It intends to be considerably more perfermant than i

OpenVPN. WireGuard is designed as a general purpose VPN for running on embedded interfaces and super computers alike, fit for
many different circumstances. Initially released for the Linux kernel, it is now cross-platform and widely deployable. It is currently
under heavy development, but already it might be regarded as the most secure, easiest to use, and simplest VPN solution in the
industry. This package is EXPERIMENTAL.
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Next, we're going to have to set up the WireGuard VPN tunnel.

1. Navigate to VPN > WireGuard and click on + Add Tunnel.

WireGuard Tunnels

Name Description Public Key Address / Assignment Listen Port

Check Enabled.

Enter a Description - in our example, we used Surf BR. This field can be filled in however you
like.

Listen Port, by default, should be 51820. Leave it so.

Enter your Public key and Private key from
https://my.surfshark.com/vpn/manual-setup/main/wireguard credentials tab.

The configuration should end up looking like so:
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After, we need to configure the Peer Configuration.
You can do so by entering the Peers tab or by pressing Add Peer at the bottom of the window.

Description - describe the VPN server name.

Dynamic Endpoint needs to be unchecked!

In the Endpoint field, enter the hostname of the server. In our example, it is
br-sao.prod.surfshark.com also, make sure to configure the port to 51820.

We can set Keep Alive to 25.

Public Key field needs to be filled with the server's public key address. You can find it in the
server's configuration file, or in https://my.surfshark.com/vpn/manual-setup/main/wireguard
after selecting a server.
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Leave the Pre-shared Key section blank.

Allowed IPs - enter 0.0.0.0/0.

When done, click Save Peer and Apply Changes buttons.
The finished configuration should look as follows:
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Next up, we're going to have to configure the Interfaces.

1. Navigate to Interfaces > Assignments and click the + Add button besides Available network
ports: tun_wg0. The interface becomes OPT1 (or another OPT*).

Click the Save button.

Click on OPT1 interface name link and put a check mark beside Enable.

Change the description from OPT1 to what you like. In our example, we chose Surf_01.
Change the IPv4 Configuration Type to Static IPv4. On IPv6 Configuration Type, select None.
Enter 1420 in the MTU field and leave MAC Address and MSS fields blank.

Into IPv4 Address, enter 10.14.0.2.

Beside IPv4 Upstream gateway, click on + Add a new gateway.

No vk wnN

In Gateway name, enter whatever you like. In our example, we are using Surf_01 once again.
In Gateway IPv4, enter 10.14.0.2.
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Lastly, click the Save button and click the Apply Changes button.
The finished setup should look like so:
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If you have no devices connected to your pfSense device via LAN, you can skip this step.

Go to Interfaces > LAN and set the MSS to 1412.
Other settings should be left untouched and this only applies if you are using a LAN connection
from your pfSense device. The settings should look like so:
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Next up, we need to configure pfSense Firewall settings.

1.

Navigate got Firewall > NAT > Outbound and change the mode to Manual.
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Outbound NAT Mode
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rule generation. rule generation. rule generation. rule generation.
(IPsec passthrough (Automatic Outbound (AON - Advanced {No Outbound NAT rules)
included) NAT + rules below) Outbound NAT)
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Click on the Save button and click the Apply Changes button.

Now look for the entry that contains your local network subnet (the one that does not contain
port "500" or IP address "127.0.0.0" entries, this might be 192.168.1.0/24 for example) and
click on the Pen icon (Edit mapping).

Change Interface to Surf 01 and change the Description to mention the VPN, like LAN to
SURF_01 for easier navigation and understanding of the settings.

Click the Save button and click the Apply Changes button.

Delete the other rule(s) containing your local network subnet that exists via WAN, (keep the



127.0.0.0). This will ensure that traffic does not leak if the VPN tunnel accidentally goes down.
You can choose to skip this step.

7. Finally, click the Apply Changes button once again.
In our case, the Outbound settings ended up looking like so:

Firewall /

‘ﬂ Seve|

Mappings

Destination Static
L Interface Source Destination Port NAT Address Port Description

| WAN 127.0.0.0/8 = 500 (ISAKMP)  WAN address Auto created rule for ISAKMP - localhost to
WAN

127.0.0.0/8 - 5 WAN address 3 Auto created rule - localhost to WAN

SURF_01 127.0.0.0/8 : 500 (ISAKMP)  SURF_01 Auto created rule for ISAKMP - localhost to
address SURF_01

SURF_01 127.0.0.0/8 SURF_01 Auto created rule - localhost to SURF_01
address

1/128 5 500 (ISAKMP)  WAN address Auto created rule for ISAKMP - localhost to
WAN

1/128 3 5 WAN address 3 Auto created rule - localhost to WAN

SURF_01 =1/128 5 500 (ISAKMP)  SURF_01 Auto created rule for ISAKMP - localhost to
address SURF_01

SURF_01 =1/128 SURF_01 Auto created rule - localhost to SURF_01
address

SURF_01 192.168.1.0/24 500 (ISAKMP)  SURF_01 Auto created rule for ISAKMP - LAN to
address SURF_01

SURF_01 192.168.1.0/24 3 3 SURF_01 3 Auto created rule - LAN to Surf_01
address

Next up, we must configure the Rules.

1. Navigate to Firewall > Rules > LAN, click the Add (top) button and set the following:
Action: Pass
Interface: LAN
Address Family: IPv4
Protocol: Any
Source: LAN net
Add an optional Description
Click Extra Options > Display Advanced and scroll down to Gateway and set it to the our
WireGuard gateway, in our case, Surf_01.
2. Click the Save button and make sure to also click on Apply Changes.
3. Disable the default WAN access firewall rules on the Firewall > Rules > LAN page:
Click the green check marks beside the Default allow rules for IPv4.
Click Apply Changes button.



The complete settings should look like so:
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No pfSync M Prevent states created by this rule to be sync'ed over pfsync.

State type Keep

No XMLRPC Sync

VLAN Prio Set

Schedule

Gateway

In/ Out pipe
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Rule Information
Tracking ID 1673118606
Created 1/7/23 22:10:06 by admin@192.168.100.9 (Local Database)

Updated  1/7/23 22:10:06 by admin@192.168.100.9 (Local Database)
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Static routing configuration.

1. Navigate to System > Routing > Static routes tab.
Click the Add button and configure the routes as follows:
Destination network: The IP address of the WireGuard server - 10.14.0.2
3. Gateway: your router's WAN gateway.
4. Description (not necessary) - WAN to VPN, for example. In our case, we left it blank.
5. Navigate to System > Routing > Gateways tab and set Default gateway IPv4 to the one we
configured previously (you should be able to see it in the dropdown menu).
6. Click Save and Apply changes.
The finished configuration on our end ended up looking like so:
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Name Default Interface Gateway Monitor IP Description Actions
®  wanew i@ Default (IPv4) WAN 192.168.100.1 192.168.100.1

@ Surf_01 SURF_01 10.14.0.2 10.14.0.2

Default gateway

Default gateway IPv4

Default gateway IPv6

Now it is time to configure the DNS on your pfSense device.

1. Navigate to System > General Setup > DNS and set the DNS Servers > Address to Surfshark's
DNS addresses (162.252.172.57 and 149.154.159.92), although you can also use Google DNS
(8.8.8.8 and 8.8.4.4).

2. Make sure to also uncheck the DNS Server Override option and click Save.

Set the Gateway to our WireGuard gateway, in our case - Surf 01.
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3. Now, navigate to Service > DHCP Server and set the DNS Servers > DNS Server 1 to the one we
just chose above - in this case, that would be 8.8.8.8.
Not tested:
It should also work just fine by adding two DNS servers and entering both of the DNS addresses
specified above, for example Surfshark's.

4. Finally, click Save once again.

The last step would be to configure the DNS Resolver.

1. Navigate to Services > DNS Resolver and have the Enable DNSSEC checked.
2. Check Enable Forwarding Mode beside DNS Query Forwarding.
3. Click Save and Apply Changes buttons afterwards.
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That is it - what is left, is to test out the connection!
You can do so by going to https://surfshark.com/check
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